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Figure 1. Axiom RBH integration with Symphony Server and Symphony Client

Table 1. Supported Versions

Symphony Product Version |Axiom RBH Version
6.2 5.2.1
6.5 5.2.17 Release 3
6.6 5.2.17 Release 3
6.7 5.2.17 Release 3
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Work Flow Axiom RBH Integration

Work Flow

“Task 1: Configure access control software such that it forwards all events to Symphony Server” on
page 3

e  “Task 2: Add Devices in Symphony” on page 9

e  “Task 3: Restart Scheduler Service and Symphony Client” on page 9
e  “Task 4: Create Rules” on page 9

e  “Task 5: Place Devices on Map (Optional)” on page 11

Important: In any installation of Symphony, you are allowed only one type of
Access Control. If you are using RBH, you cannot use Cardax at the same time.

Axiom RBH Integration



Work Flow Axiom RBH Integration

Procedure

Task 1: Configure access control software such that it forwards all events to
Symphony Server

In the Axiom Client, you must configure each device to send ASCIl messages.

Share Folders between Axiom and Symphony

1. Log onto the machine with Symphony (Master) Server installed.

Note: To determine which is the Symphony Master Server.

1. In Symphony, from the Server menu, select Configuration. The
Configuration dialog box appears.

2. In the left pane, click Server Farm. The Server Farm Summary is displayed
in the right. The server named displayed in bold is the Master server.

2. Using a Remote Desktop (RDP), log onto the computer where Axiom Client is installed.

3. Share the C:\Program Files\RBH\AxiomV\Data\lmages folder so that Symphony (Master) Server
Windows user has access to it. Do NOT change the Share name.

4. Onthe machine with the Symphony (Master) Server, open the Windows Services dialog box.
Right-click on Al InfoService and select Properties.

5. Click the Log On tab. Select the This account option.

a. Enter the Share name from step 3 in the adjacent field.
b. Enter the Username and Password that Al InfoService will use to access the shared
folder (Share name).

Al InfoService Properties (Local Computer) [ %]

General LogOn | Hecoveryl Dependenciesl
Log on az

" Local System account
¥ | fllo service o interact with desktop

& Thiz account: I Browse... |

Pazzward: Iooooooooooooooo

Confirm password: Iooooooooooooooo

Help me configure user account loq on options.

QK I Cancel | Apply |

Figure 2. Windows Al InfoService Properties dialog box
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6. Inthe RDP, start the Axiom Security software: Start menu>Axiom Security System.

7. Login with: rbh/password. The AxiomV Security System application opens.

i AxiomV Security System - DEMO

File Yiew Status Database Tools Reports Help

e £ @ B L) =] B

Log OFF Events Wiewer | System Status | &larms Monitor  Cards Monitor — Maps Display History
2 £CAD BEIF @B DB & NDIR B

System Status Events Yiewer

Message Device Cardholder | Controller

i X &
De=cription Type Status Master Address
ME Test Metwork Direct Cornected 1

-

Ihputs

Database

Figure 3. AxiomV Security System application
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Set up Message Name and Ports

1. From the Database menu, select Messages. The Message dialog box opens.

a. Inthe Name field, enter SymphonyMessage.
b. Select messages from the right list and click Insert.

Important: The messages should be in the exact order as shown in Figure 4.
c. After inserting the last message, you must press ENTER on your keyboard.

«3 Messages E“E'@

) Mew Eu:lit ¥ Delete | Bz Copy | @& Bnd | ] Yiew
M ame
|!-'-‘-.irah-1n3$sage
TIMESTAMP " Instructions
EWVEMTID O Ak
EVENTDESC EHET
100D  Messages
MC100DESC S
DEYICEID TIMESTAMP
DEYICEDESC EWVEMTID
CARDMUMBER EVEMTDESC
CARDHOLDERDESC HETwWORKID
HETWORKDES
HC100ID
MC100DESC
DEYICEID hd
|Fizert
[ ¢ 1of1 B bl

Axiom RBH Integration

Figure 4. Message dialog box in AxiomV Security System
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2. From the Database menu, select Message Ports. The Message Ports dialog box opens.

In the Name field, enter SymphonyMessagePort.

In the IP Address field, enter the Symphony (Master) Server IP.
In the Port field, enter 5025.

Press ENTER on your keyboard.

& o oo

= Message Ports E'E'@

) Mew Edit > Delete Copy | @ Find Yig

M ame

|.-i'-.ira b ezzage Port

Fart Tope tezzaging Protocol

|TCPAP =l =

Froperties
IP Address

10.4.0.13

Part

5025

[ 4 1ef1 > Pl

Figure 5. Message Ports
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Configure each device

1. From the System Status sidebar, click Access Points. The Access Points dialog box opens.

0 Access Points

[w Partial Search

General l Advance ]

Search Field
| Dezcription

Search Text
([ Selected]

Search

Cancel

Figure 6. Access Points dialog box in AxiomV Security System

2. Click Search. The AccessPoints panel opens listing each device.
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File View Status Database Tools Repaorts Help

e
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Figure 7. AccessPoints panel list in AxiomV Security System
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3. For EACH device you must complete the following.

a. Right-click on a device in the list and select Monitoring from the context menu. A
dialog box for the named device opens.
b. Click the ASCII tab.

£ RC2add1\Reader 2 f5__<

Access: Granted Meszage

Accezs Denied _

Coor Mot Open |.-’-'-.|rah-1 eszage ﬂ

[oor Held Open

Forced Entry Route message to selected ports

T

s:m: Pt Schedule
&ccess Granted ATE Aira Meszage Part Always
Arccesz Reguested

Code Tracing

Ok Cancel

Figure 8.

c. For each message in the list. Select the message.
d. From the Message drop-down list, select SymphonyMessage.

e. Inthe Route message to selected ports list, set the Schedule field to Always for
the SymphonyMessagePort.
f. Click OK.
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Task 2: Add Devices in Symphony

1. In Symphony, from the Server menu, select Add Access Device. The Add Access Device dialog
box opens.

IS Add Access Device =] E3

1P Address

Manufackurer
User Mame 53 Passwaord Hobokkokk

Database

Select Al | | Deselect Al

| Save | | Cancel |

Figure 9. Add Access Device dialog box in Symphony

From the Manufacturer field, select Axiom.
In the IP field, enter an IP address of the Axiom server.

Enter the Username and Password that is used to access the RBH database.

vk W

Click Connect. Select the devices and click Save.
Task 3: Restart Scheduler Service and Symphony Client

Task 4: Create Rules

All Axiom events filtered by the rule should appear in the Timeline of the selected tracker and in the Alarm Log.
Create a new rule by selecting desired devices corresponding triggers and the tracker you want to forward the
Axiom events.

1. From the Server menu, select Configuration. The Server Configuration dialog box opens.
2. Inthe left pane, click Rules. The Rules Summary opens in the right pane.

3. Click New, and then Event.

Axiom RBH Integration
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Figure 10. Events - All messages within each group displayed

4. Inthe displayed list, select the Axiom Access Devices check box. All messages within each

category are displayed. For example, the Access Granted category may contain over 10 messages.

Select the messages you require.

5. Click Next. In the Alarm tab, you must select a device from the Choose a camera drop-down list.

Axiom RBH Integration
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Task 5: Place Devices on Map (Optional)

Place the Axiom devices on the Map. All Axiom devices are shown as a door on the map.

Green - access granted
Red - access denied

1. From the View menu, select Map Navigation.

2. Scroll through the maps to select the one which will have rules.

3. Inthe upper right corner of the Map dialog box, click Design and then Edit Maps. The Map

Configuration dialog box opens.

4. Click the Devices tab. From the right pane listing the devices, drag and drop the Axiom Control
Access devices to the map with your mouse.

5. Click OK to save settings.

Axiom RBH Integration

11



Copyright © 2011 Aimetis Inc. All rights reserved.

This guide is for informational purposes only. AIMETIS MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY,
AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no
part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any
means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written
permission of Aimetis Corp.

Aimetis may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject
matter in this document. Except as expressly provided in any written license agreement from Aimetis, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Aimetis and Aimetis Symphony are either registered trademarks or trademarks of Aimetis Corp. in the United States and/or
other countries.

12



	Task 1: Configure access control software such that it forwards all events to Symphony Server
	Share Folders between Axiom and Symphony
	Set up Message Name and Ports
	Configure each device

	Task 2: Add Devices in Symphony
	Task 3: Restart Scheduler Service and Symphony Client
	Task 4: Create Rules
	Task 5: Place Devices on Map (Optional)

