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Table 1. Changes to this manual

Date Description

Aimetis License Plate Recognition software now detects plates from Indonesia and

January 31, 2012 Vietnam. See Table 2, "Supported Region, Country or State/Province," on page 8

Added:

¢ “LPR Menu in Symphony Client” on page 29
¢ “View License Plate Log” on page 29
NSEEE et A0 e “Search License Plate Log” on page 31

¢ “Configure License Plate Descriptions” on page 33

e “Adding a License Plate” on page 36

Added two Advanced settings:
¢ Analysis Timeout (100-1000ms)

September 27,2011 | ¢ Analysis Heuristical Sensitivity (0-500)

See “Figure 12. Analytics Configuration tab” on page 20 and Table 3, "Analytics
Configuration tab settings," on page 21.

Added to “Installing License Plate Recognition (LPR)” on page 14

Step 3: Download LPR_Installer from Aimetis Xnet and copy it to your desktop. The
installer must be copied to a drive where you have has write access because the
installer first writes the extracted files to disk before running.

September 20, 2011

Added:
e Installation instructions: “Installing License Plate Recognition (LPR)” on page
September 19, 2011 14
e Set up in Aimetis Symphony: “Setting up the VE410 - License Plate
Recognition Video Engine in Aimetis Symphony” on page 18

Clarification:

For Mexico (North America) and Colombia (South America), you must select Central
America for Region for plate analysis. See Table 2, "Supported Region, Country or
State/Province," on page 8.

August 24, 2011

Correction: Vehicles traveling 30 km/h in “Overview and Usage” on page 2, “Working

July 25, 2011 Scenarios” on page 2, and “Image Frame Rates” on page 6.

July 2011 First instance of this guide.
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ALPR

Introduction

This document helps you successfully plan and deploy an automatic license plate (ALPR) system using Aimetis
Symphony software. ALPR installations have more demanding image requirements than traditional CCTV
installations. Images must meet specific criteria for accurate license plate readings, including license plate size in
pixels, contrast, lighting conditions, motion blur, and exposure. This guide provides qualified image examples as
well as tips and tricks to help maximize the use of your ALPR system.

e “Overview and Usage” on page 2
e “Installing License Plate Recognition (LPR)” on page 14
e  “Setting up the VE410 - License Plate Recognition Video Engine in Aimetis Symphony” on page 18
e “LPR Menu in Symphony Client” on page 29
e  “View License Plate Log” on page 29
e “Configure License Plate Descriptions” on page 33
e  “Adding a License Plate” on page 36
e “Saving or Importing your sorting lists” on page 37
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Overview and Usage

Aimetis license plate recognition is available as a video engine called the VE410 inside Aimetis Symphony. The
VE410 allows you to detect and index license plates. It is designed for fixed parking applications where vehicles
are typically travelling less than 30 km/h. It is not designed for mobile surveillance (such as a police car).

The VE410 ALPR is designed to work with network video. Specialized analog ALPR cameras can be connected to
Aimetis Symphony using a video encoder.

An Aimetis Symphony Enterprise license is required per camera, as well as a hardware dongle is required per
server.

Key Features

The Aimetis VE410 is an add-on video analytic that is included with the Enterprise license of Aimetis Symphony.
License plates and their corresponding images are stored and can be easily searched. Various alarm scenarios can
be achieved by using white lists or black lists. With the Aimetis VE410 ALPR engine, you can:

e Have license plates from different regions and countries recognized and logged

e Browse and search for license plates

e Use white lists and black lists to raise alarms on various subsets of plates

e Leverage Aimetis Symphony for live and recorded video streams

Working Scenarios

The VE410 ALPR can be used in environments where vehicles are travelling 30 km/h or less. With a 720p network
camera, up to 2 lanes of traffic can be analyzed per camera (for example, Axis P1344) provided that the qualified
image requirements are met. The VE410 ALPR is able to analyze video in real-time; therefore, no external trigger
is required. Typical working scenarios include:

e  Parking garage toll collection or assisted visitor management

e Traffic Control

e Border crossings

e Marketing tool to log patterns of use

Minimum System Requirements

The recommended system requirements for processing 12 images per second (across all ALPR cameras):
e  CPU: Intel dual core 3Ghz or higher
e RAM: 2GB
e HD Space: 250MB
e 0OS: Windows XP or higher
e Aimetis Symphony Enterprise
e  PClslot for hardware key (not necessary if using USB key)

Note: If more than 12 images per second of processing is required (across all
connected ALPR cameras), contact Aimetis for a multicore option.

ALPR
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Optimizing Server Performance

The VE410 ALPR uses one CPU core only. Therefore, a multicore processor will not be leveraged across all cores
when processing ALPR video. It is more advantageous to a use a processor with a faster clock speed and fewer
cores as opposed to a slower clock speed but more CPU cores. A fast dual core processor is recommended.

The number of ALPR cameras that can be run per server depends on:
e Speed of the CPU core
e  FPS per each camera
e  Analysis image size sent to the VE410 for processing

Normally 1 CPU core can process 12 FPS across all cameras. As an example, this could mean 2 cameras each at 6
FPS, or 12 cameras at 1 FPS.

The analysis image size is based on the image size defined in the motion mask (for example, the original image
size may be 1280 x 720 but only 400 x 300 is masked and included for analysis). Normally, some of the image can
be masked which prevents the VE410 from analyzing the entire image.

Mask only the image where license plates are likely to be visible. This improves the speed at which the VE410 can
process frames of video. Information on using motion masks is found in the Aimetis Symphony Administration
and Analytics Guide.

[ License Plate Mask
 Draw
@ Draw Size:

" Erase i £ &

Figure 1. Mask on image

Note: Other Video Engines (such as the VE130) can be run simultaneously
against the same video stream as the VE410. While the VE410 uses only one
CPU core, other CPU cores can be used for other video engines. Therefore it is
possible to successfully mix ALPR cameras with non-ALPR cameras on the same
server.

ALPR 3
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Qualified Image Criteria

e  For license plates with Latin characters, 32-pixel height is recommended.
e For non-Latin (Arabic, Chinese), characters, 40-pixel height is recommended.

Examples of Good Images

Figure 2 and Figure 3 are examples of good quality night and day images. Use these types of images as a model
for best results.

Figure 2. License plate detected at night with IR illuminator

m

| — T .
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Figure 3. License plate detected during day
A network camera can be used in good lighting conditions. However an external light source (such as IR

illuminator) may be required to avoid headlight interference in low light conditions. For more challenging
environments, a professional ALPR camera may be required.

ALPR 4
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Examples of Poor Images

When setting up your cameras for License Plate Recognition, as with any video engine, try to avoid poor image
quality issues (Table 1).

Table 1. Poor image quality issues

Images to avoid Description

Low spatial resolution - (characters are too small on the
plate)
e Latin characters - Minimum character size is 16
m:’ pixels height and 2 pixels line-width in image.
- e Non-latin characters (Arabic, Chinese, Thai,
Korean) - Minimum pixel height is 20 pixels and
2 pixels line-width in image.

Blurred image

Low contrast - Minimum 20 grayscale difference is
required between the background and the characters of
the plate.

Over exposure

Poor lighting conditions (shadows and strong light)

High distortion

Interlaced

ALPR 5



Image Frame Rates ALPR

Image Frame Rates

The number of frames per second (FPS) per camera that the VE410 requires to successfully detect license plates
depends on how fast vehicles are travelling. If vehicles are stopping, 1 FPS per camera may be sufficient. If
vehicles are travelling up to 30 km/h, up to 10 FPS may be required. It is important that the license plate is clearly
readable for at least 3 frames of video.

Camera Field of View

Recommended: Install the camera directly in line with the vehicle path as much as possible. This will ensure the
vehicle will be in the field of view for the maximum number of frames, and the license plate will be easily
readable.

Figure 4. Camera in line with vehicle path

The distance between the vehicle and the camera should be within 50 meters. The camera height should be
within 3 to 9 meters. The camera angle should not exceed 30 degrees (Figure 5).

, 5-50m ,

5 16-160' s

E 3-9m

; 10-30'
o o

Figure 5. Distance between vehicle and camera
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Camera Field of View ALPR

If overhead camera mounting is not possible (for example, camera is pole mounted or on side of road), ensure
the camera angle does not exceed 15 degrees (Figure 6).

<15°

Figure 6. Camera angle
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Part Numbers

e Base server license (AIM-ALPR) (includes free Enterprise license)
e Enterprise License (SYM-SV-SL-E)

Note: AIM-ALPR is a hardware lock (either USB dongle or PCl card)

Example 1 Part numbers based on number of cameras

Example with 1 ALPR camera: (1 x AIM-ALPR)
Example with 2 cameras: (1 x AIM-ALPR) + (1 x SYM-SV-SL-E)
Example with 4 cameras: (1 x AIM-ALPR) + (3 x SYM-SV-SL-E)

Supported Regions

Table 2. Supported Region, Country or State/Province

Region Country or State/Province
Africa Botswana

Egypt

Morocco

Mozambique

Namibia

South Africa

Swaziland

Asia Cambodia

Hong Kong

Indonesia

Kazakhstan

Korea, Republic Of

Malaysia

ALPR 8
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Table 2. Supported Region, Country or State/Province (Continued)

Region

Country or State/Province

Mongolia

Singapore

Taiwan, Province of China

Thailand

Turkmenistan

Vietham

Central America

Colombia (South America) - Select Central America
for Region for plate analysis.

Costa Rica

Mexico (North America) - Select Central America
for Region for plate analysis.

China

Beijing

Foreign Embassy

Guangdong

Hubei

Hebei

Inner Mongolia

Jangsu

Military Police

Shangdong

Tibet

Europe

Albania

Andorra

Austria

Belarus

Belgium

Bosnia and Herzegovina

Bulgaria

Croatia

Czech Republic

Denmark
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Table 2. Supported Region, Country or State/Province (Continued)

Region

Country or State/Province

Estonia

Finland

France

Germany

Gibraltar

Greece

Hungary

Iceland

Ireland

Italy

Latvia

Liechtenstein

Lithuania

Luxembourg

Macedonia

Malta

Moldova, Republic Of

Monaco

Montenegro

Netherlands

Norway

Poland

Portugal

Romania

Russian Federation

San Marino

Serbia

Slovakia

Slovenia

Sweden

Switzerland

Spain

10
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Table 2. Supported Region, Country or State/Province (Continued)

Region Country or State/Province
Turkey
Ukraine
United Kingdom

Middle East Bahrain

Iran, Islamic Republic Of

Israel

Jordan

Kuwait

Lebanon

Oman

Qatar

Saudi Arabia

Syrian Arab Republic

United Arab Emirates

United Arab Emirates - Abu Dhabi

United Arab Emirates - Ajman

United Arab Emirates — Dubai

United Arab Emirates — Fujairah

United Arab Emirates - Ras Al-Khaimah

United Arab Emirates — Sharjah

United Arab Emirates - Umm Al-Quwain

South America

Argentina

Brazil

Chile

Colombia - Select Central America for Region for
plate analysis.

USA / Canada

Alabama

Alaska

Arizona

Arkansas

California

11
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Table 2. Supported Region, Country or State/Province (Continued)

Region

Country or State/Province

Colorado

Connecticut

Delaware

District of Columbia

Florida

Georgia

Hawaii

Idaho

lllinois

Indiana

lowa

Kansas

Kentucky

Louisiana

Maine

Maryland

Massachusetts

Michigan

Minnesota

Mississippi

Missouri

Montana

Nebraska

Nevada

New Hampshire

New Jersey

New Mexico

New York

North Dakota

Ohio

Oklahoma

Oregon

12
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Table 2. Supported Region, Country or State/Province (Continued)

Region

Country or State/Province

Pennsylvania

Rhode Island

South Carolina

South Dakota

Tennessee

Texas

Utah

Vermont

Virginia

Washington

West Virginia

Wisconsin

Wyoming

Alberta

British Columbia

Manitoba

New Brunswick

Nova Scotia

Ontario

Quebec

Saskatchewan

13
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Installing License Plate Recognition (LPR)

The Aimetis VE410 is an add-on video analytic in Aimetis Symphony that is included with the Enterprise license.
A server hardware key is also required.

To install all LPR components:

1.

7.

ALPR

Install Symphony Server and Client 6.9. You can run a 6.9 Symphony Server with LPR against a 6.7
Symphony Client, but the Client must be at least version 6.7.

Close any Aimetis applications that are running.

Download LPR_Installer from Aimetis Xnet and copy it to your desktop. The installer must be
copied to a drive where you have has write access because the installer first writes the extracted
files to disk before running.

Run LPR_Installer.exe (on all servers in the farm).

e All servers in the farm must have the LPR component installed regardless of whether they
are the server hosting the cameras running the LPR video engine.

e The Deployment_Files folder appears on your desktop (or in location you copied the
LPR_Installer on your computer).

A Welcome page appears, and then the License page.

Select the | accept the terms in this License Agreement check box and click Install.

15} Aimetis Sympheny ALPR Medule Setup o] B (=]

Please read the Aimetis Symphony ALPR Module
License Agreement

THAT ¥OU ACCEFT ALL OF THE TERMS A

[w I accept the terms in the License Agreement

Print | | Instal | Cancel

Figure 7. ALPR Module License Agreement page

You may receive a message indicating the some files must be updated. By default, the Close all
applications and attempt to restart them option is selected in the Files in Use page. Click OK
(Figure 8 on page 15).
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8.

9.

ﬁ Aimetis Symphony ALPR Medule Setup

Files in Use

Some files that need to be updated are currently in use.

The following applications are using files that need to be updated by this setup. You can let
Setup Wizard close them and attempt to restart them or reboot the machine later,

AL Tracker 1

{* Close the applications and attempt to restart them.

" Do not close applications. A reboot will be required.

Cancel

Figure 8. ALPR Module Setup - Files In Use page

The installation process begins.

ﬁ Aimetis Symphony ALPR Module Setup

Installing Aimetis Symphony ALPR Module

Please wait while the Setup Wizard installs Aimetis Symphiony ALPR Module.

Status: Creating duplicate files
AEEENNNNENERNNENENNNNENENNNENENNNNEEE

Figure 9. ALPR installing page

To exit the setup, click Finish (Figure 10 on page 16).
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1) Aimetis Sympheny ALPR Module Setup o] @ |[=]

Completed the Aimetis Symphony ALPR
Module Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 10. ALPR Module has completed installation

The LPR installation is complete.

Note: You may delete the Deployment_Files folder once the installation is
complete.

ALPR 16
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Uninstalling License Plate Recognition (LPR)

Procedure

To remove all LPR components:

ALPR

1.

From Programs and Features in your Control Panel, select GX Full Uninstall and choose Uninstall.

e On 64 bit machines, you must remove both GX Full Uninstall and 2 bit GX Full Uninstall.

Click Next. The Remove the Program screen opens.
Click Remove.

e If files on your system are in use, select the Automatically close and attempt to restart
applications option and click OK.

e |If Windows fails to close the applications, you may see the following warning: “The setup
was unable to automatically close all requested applications. Please ensure that the
applications holding files in use are closed before continuing with the installation.” Click
OK.

Click Finish to complete the uninstall process.

From Programs and Features in your Control Panel, select the Aimetis Symphony ALPR Module
item. Choose Uninstall.

Restart your computer.

17
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Setting up the VE410 - License Plate Recognition Video
Engine in Aimetis Symphony

Automatic License Plate Recognition is available as a video engine inside Aimetis Symphony. The VE410 allows
you to detect and index license plates. It is designed for vehicle access control applications as well as traffic
control and enforcement applications.

The VE410 provides Automatic License Plate Recognition (ALPR) functionality using analog or network cameras.
It can be used for various fixed parking applications, electronic toll collection or pay-per-use roads. License plates
and their corresponding images are stored and can be easily searched. The Aimetis VE410 is an add-on video
analytic that is included with the Enterprise license. Various alarm scenarios can be achieved by using white lists
or black lists.
With the Aimetis VE410, you can:

e Have license plates from different regions and countries recognized

e Browse and search for license plates

e Use white lists and black lists to raise alarms on various subsets of plates

e Connect to external I/O devices

e Leverage Aimetis Symphony for live and recorded video streams
Before setting up your VE410, learn about:

e  “Hardware Keys"
e “Working Scenarios"

Hardware Keys
The hardware key must be plugged into the server that is performing analytics. (Plug in the USB key or install
the PCl card into the server after installing the LPR Installer package.)

If you are using redundancy, you must switch the camera to Unmovable OR you must install hardware keys
on all servers in the redundancy group that the camera could switch to. See Task 4: Specify Failover
Movability in the Aimetis Symphony Administration and Analytics Guide.

Working Scenarios
e  Parking garage toll collection or assisted visitor management
e  Traffic Control
e  Border crossings
e  Marketing tool to log patterns of use

ALPR 18
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Setting up the VE410 - License Plate Recognition Video Engine in Aimetis Symphony ALPR
Task 1: Configure VE410
Procedure
To configure the VE410:
1. In Aimetis Symphony Client, from the Server menu, select Configuration. The Configuration
dialog box opens. This allows you to configure devices for the currently selected server.
2. Inthe left pane, click Devices. The Devices dialog box opens.
3. Click the camera you want to configure for use with video analytics and click Edit.
4. Click the Analytics Engines tab and select VE410. By default VE250 is selected. If the check box
for VE250 is not selected, you must clear other check boxes (algorithms) that conflict with VE250.
Note: If the VE410 option is not displayed, clear the cache. From the main
menu, select File, Empty Cache. Restart Aimetis Symphony Client. The option
will now be visible.
Server Configuration EI
{2 Rules Server |WIN-KET44FG29EK |
ﬂDevices = ' =
Y= Camerat | Network | Video Analytics Engines |Anamics Configuration ]
-g 2) Camera2 Name | Description
- 3) Camera3 [[] PT090 - Automatic PTZ Tracking This Video Engine is capable of performing auto PTZ tracking using smooth, continuous m...
""" =g 4) Camera4 [[]'VE130 - Simple Motion Detection This Video Engine detects pixel changes in the scene as a basis for detecting activity. In ...
I:x"l Licenses DVEMD - Video Input Error This Video Engine detects if the video input is one solid colour which may indicate signal l...

-{) Notifications
(0| General Settings
=H=] Storage

i WIN-KET44FG29EK
Server Farm

--{= Client Connectivity
& Carousels

[[]VE141 - Camera Tampering
[[]VE150 - Advanced Motion Tracking
[]VE180 - BETA

[[] VE250 - Motion Tracking

[[]VE352 - Left and Removed ftem Det...
VE410 - License Plate Recognition

This Video Engine detects if the video has been compromised through obstructing the fiel...
This Video Engine can be used for indoor applications such as people counting and dwell...
This Video Engine can be used for indoor applications such as people counting and dwell...
This Video Engine is capable of motion tracking in any indeor/outdoor environment from a...
This Video Engine is capable of detecting left or removed items.

This Video Engine is capable of license plate recognition.

Figure 11. Analytics Engines tab

5. Click the Analytics Configuration tab.

6. From the Analytics Engines drop-down list, select Intel_VE410.

ALPR
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Setting up the VE410 - License Plate Recognition Video Engine in Aimetis Symphony ALPR
. = T
Server Cenfiguration - loca LEL
Server I j
ﬂ Devices
™2 1) Cameral Network | Video | Analytics Engines  Analytics Configuration l
BT caners2_— .
[ 4] Li
(1) Licenses Analytics Engines Ilntel WEH0 j Restore Defaults | Select different image W
{4 Notifications =
@ General Settings Showe XML ien |
E‘}@E Storage —General Settings
""" ﬂa Dev-Arnold Analysis FPS Ig 3: Region For Plate Analysis
ﬂﬁ Server Farm
{= Client Connectivity Capture Resolution |?D4 x 576 Minimurm Plate Length Iu vl
-{&] Carousels Analysis Resolution |352 %288 'l Plate Dwvell Time (Seconds) Iﬂ
Reporting Confidence I—
\ i \
Loy Medium High
Advanced Settings
Analysis Timeout (100-1000ms) Imgg 3:
Analysis Heuristical Sensitivity (0-5000 250 =
[~ License Plate Mask
i
0K Cancel
Ready A

ALPR

Figure 12. Analytics Configuration tab
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7. Optional) You can adjust the following specifications:

Table 3. Analytics Configuration tab settings

Analysis FPS

Value from 1 to 10.
¢ Indicates the number of frames per second that the LPR engine uses for

plate analysis.

¢ In parking lots, or at gates where a vehicle comes to a complete stop, or
goes by slowly, use a lower setting.

* Where a vehicle is moving fast and/or the license plate is visible only for a
short time in the camera, use a higher setting.

e |deal Setting: Use a high frame rate, high analysis resolution and a small
mask.

¢ (Higher Analysis FPS resolutions and no masking will result in degraded
performance.)

Capture Resolution

Resolution that is being recorded by the camera.

Value is read-only and cannot be changed in the VE410 configuration. To
modify the capture resolution, use the Resolution setting on the Network
tab.

Analysis Resolution

Contains one or more supported resolutions that can be used to detect
license plates. The resolutions displayed are calculated based on the analysis
resolution, to allow for easy scaling and to keep the aspect ratio consistent.
The image captured by the camera will be downsized to the selected analysis
resolution. Such downsizing will improve performance, but may reduce the
ability of VE410 to detect a license plate, especially if it is relatively small in
the capture resolution. However, higher analysis resolutions may result in a
degradation of performance.

Region for plate analysis

Geographical location of plate analysis; typically country or continent.
o If your region, country, or state/province is not listed, select the Default (No

Region Data) option.
e If you are trying to optimize the speed of license plate recognition, select
the Default (No Region Data) option as it provides the fastest recognition.

Minimum plate length

Plates detected that have fewer characters will be ignored (not reported to
the user).

Plate Dwell Time
(Seconds)

Indicates the amount of time in seconds that a given plate must be present
before it is reported in the database. If you are getting a lot of false positives,
increase this value. In general a value of less than 0.5 seconds is desirable.

Reporting confidence

A slider set to High (70%) by default.
¢ Plates that are detected below the specified confidence will not be

decorated or reported in the database.

¢ Set to Low if the camera environment is not ideal. This will allow the engine
to capture everything.

o If your system is detecting far more than license plates, raise the confidence
to High to eliminate unneeded detection.
For an actual value, click Show XML View.
0 is Low, Medium is 50% and High is 70%.

ALPR
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Table 3. Analytics Configuration tab settings (Continued)

Analysis Timeout
(100-1000ms)

The maximum number of milliseconds that the analytic engine will look for a
license plate per frame. The default value is 1000ms. Note that if you specify a
smaller value, LPR returns the “best guess” license plate after the given
amount of time. That is, the risk of false positives increases. However, a
smaller value increases performance.

Analysis Heuristical
Sensitivity (0-500)

The amount of effort used to determine if a plate exists and what region the
plate is from (if a region engine is selected). The default value is 250. Higher
values impact performance, but result in greater accuracy, where lower values
result in improved performance, but may generate incorrect region results.

License Plate Mask

Only the areas painted in yellow will be used to detect license plates.
e License plates appearing outside of the masked area will not be reported.

¢ Smaller masking areas allow for higher frame rates and resolutions to be
used.

e Motion tracking of a license plate will stop if the vehicle leaves the masked
in area.

Task 2: Create a Rule using VE410

Depending on the rule configuration, alarms can be generated for every license plate or for specific license plates
detected by the LPR component.

Procedure

To configure a Rule using the VE410:

1. You must configure the VE410 before creating a Rule that uses the VE410.

From the Server menu, select Configuration and then Rules.

2
3. Click New. The Rule Wizard opens. Read the overview and click Next.
4

Select the check box next to the camera name. If it is a PTZ camera, select the camera tour position

check box.

5. From the Select video engine for those running on camera drop-down list, select VE410 - LPR.
No further configuration is required.

6. Click Next to continue in the Rule Wizard. Set up the rules as per concepts and instructions in
“Rules - Using the Rule Wizard” on page 23.

ALPR
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Rules - Using the Rule Wizard

A Rule is user-definable and generates Alarms in Symphony. Alarms can occur as a result of a video event (such
as video motion detection) or a signal from another device (such as I/0 devices). The Rules Summary dialog box
lists all the current Rules and allows you to add, edit, delete, disable and enable each one.

Procedure

To access the Rules Summary dialog box:
1. From the Server menu, select Configuration. The Server Configuration dialog box opens.
2. Inthe left pane, click Rules. The Rules Summary opens in the right pane.

Options available in the Rules Summary:

¢ New - Create a new rule.
e Edit - Modify an existing rule. Select the rule on the list and click Edit.
¢ Delete - Delete an existing Rule. Select the rule on the list and click Delete.

e Disable- Temporarily disable a rule instead of deleting it entirely. Select the rule on the list and
click Disable.

e Enable - Enable a rule that has been disabled. Select the rule on the list and click Enable.

Disable Alarms for Server

The Disable Alarms for Server dialog box allows you to disable all the alarms for the currently selected server.
This is useful in cases where all alarms should be disabled for a period of time on the server. This is faster than
manually disabling individual Rules.

Procedure

To quickly enable or disable all Rules:
1. From the Server menu, select Disable Alarms for Server.

2. Specify the amount of time to disable the alarms for the current server and click OK.

ALPR
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Overview of Process

You must configure the Event, Action, and Schedule for each rule.

e Set Event - Define what causes an Alarm, such as motion detected, people loitering, I/0 inputs,
etc.

e Set Actions - Define what actions Symphony should take after the alarm is detected.

e Set Schedule - Define which times the Alarm Rule is active.

Note: Rule elements can be reused. For example, if you change the "24/7"
Schedule, it will affect all Rules that use this Rule Element.

Events

The first Rule Element to configure is the Event.

e An Event may comprise one or more sub-events. For example, the Event may involve a car
stopping and a person loitering within 30 seconds before the Event is triggered.

e The Event could also be an input from an Alarm 10 device, or Video Motion Detection (VMD)
detected on a network camera.

Selecting a camera as input

Procedure

To configure the Event dialog when selecting a camera as an input:
1. Select a camera to assign to a rule.

2. From the Select video engine from those running on camera drop-down list, select VE140 -
License Plate Recognition.

Rule Wizard - [Yvonne] - New Rule = R
| 1 Instructions | 2: Event ‘ 3 Action ‘ ‘
Please define sub events for the rule
Selectvideo enginefrom those running on camera
|VE410 - License Plate Recognition |
Sub Events
New Sub Event 1 2] cameras Alarm Type
LErEal & Alarm on all license plates
] 2) camera2
] 3 Camera3 € Alarm only on license plates inthe list (black list)
i L[] 4 camera4 " Alarm only on license plates notin the list (white list)
2+[] 10 and Camera Motion Detection
] 1) cameral
] 2) Cameraz "
i-[] 3) camera3
L[] 4) camera4
e |
Ce=m |
Sub events must occur
€ in sequence
(& within a time period
Time period (seconds):
60 =
Show All Sub Events
« »
| Back | Hext | Cancel

Figure 13. Rule Wizard - Events tab for License Plate Recognition
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Select the Alarm Type.

Alarm on all license plates - a useful option when a perimeter should not be crossed at a specific
time, for example, a parking lot at night

Alarm only on license plates in the list (black list) - any plates seen by the system that are on the
list will raise an alarm

Alarm only on license plates in the list (white list) - any plates seen by the system that are not
on the list will cause an alarm

You can Add a license, Remove a license, or Clear the list of license plates.

You can Import a black list or white list of license plates. The list must be stored in .CSV format, for
example, license plate number [comma] followed by plate type.

ABCD123, Ontario

171807, lllinois
You can Export the list to save it on your computer for future use as well. The list will be stored in
.CSV format, for example, license plate number [comma] followed by plate type.

Click Next to configure the Actions.

Actions

While the Events define what causes an alarm, Actions specify what Symphony should do as a result.

Fule Wizard - [ts1-test] - New Rule = =]

1: Instructions 2: Event | 3: Action ‘ 4: Schedule

Choose which actions you want this rule to take when an alarm occurs

Action name [Action1

Alarm |Recurd| Relaysl FTP | Email | TCP | Run Program | Sounds | Zoom | \nstructiuns} Rule I OPC | SMS |

“iew other cameras on alarm W Raise Alarm

| | I

=+57 Devices =1

YOU ALMOST ALWAYS WANT THIS ON
Turning this off will stop an alarm from being
registered. This is currently only useful if you
are using a rule to contral the PTZ camera,

& 1)Cameral

To make this take effect within Syrphany Client:

1) Right click an a camera view panel and select Settings
2) Select the Activity tab

3) Check the "Switch wiew when alarm occurs' checkbox
4) Check the 'Show alarm cameras in other panels' checkbox

Back | Mext | Cancel

ALPR

Figure 14. Rules Wizard - Action
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Table 4. Rules Wizard Action Section tabs

Tab

Description/Usage

Alarm

If Raise Alarm check box is selected, the Timeline and Alarm Log will reflect an
alarm has occurred. When this check box is clear, the opposite is true. However, all
other actions specified will still occur.

This is useful in the case of zooming with PTZ cameras since it may be unnecessary to
show an alarm every time the camera automatically zooms.

Record

The Record check box will ensure video recording for this camera occurred, even if
the default setting for the camera is No Recording as defined in the Device setup.

The Start recording on other cameras selection is required in cases an alarm 1/0 has
been selected as the event. You select the camera that will be associated with this
alarm for the purposes of adding the event to the camera's Timeline.

Relays

Use this to automatically send an electrical signal to an external device whenever an
alarm occurs. This would be useful if you setup a Rule that detected when cars were
stolen and you wanted Symphony to automatically close a gate or turn on a light.
Symphony has been designed to work with alarm relays (such as the QK108) to
connect via the serial port of the Symphony Server.

Trigger Relay check box allows you to set if the relay should be turned on, off, or
toggled.

Relay # field allows you to define which address of the relay board to control.
Restore state after check box allows you to specify how long the relay should be in
its current state before being reset.

For more information, visit the Aimetis Knowledge Base article on configuring Alarm
Relays.

FTP

You can specify Symphony to automatically send a jpg to a FTP site after a Rule is
broken. The jpg features and filenames are configured in this tab.

The filename can be automatically generated based on the date, time, Rule and
camera information using the symbols shown in the FTP tab.

Examples of filename patterns are:

%d 2004_06_30.jpg

%t 14_01_45_050.jpg

%d-%t 2004_06_30-14_01_45_050.jpg
%m-%a-%h 05-30-14.jpg

%h_%i_%s_%I|_%p 14_01_45_050_My_Rule.jpg

Email

You can configure Symphony to automatically send email messages whenever an
alarm occurs. You may specify multiple recipients. Each recipient will receive an email
with a picture attached of the event which caused the alarm. The email will include a
hyperlink to the Aimetis Symphony Web Access application that will navigate to the
alarm in question.

The email will also include a hyperlink to the alarm's actual jpg file on the server.

ALPR
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Table 4. Rules Wizard Action Section tabs (Continued)

Tab

Description/Usage

TCP

Opens a TCP socket to some IP & port, and sends the specified ASCIl message. This is
a generic way to interface with any access control system or other device.

Run Program

By configuring this, Symphony can execute another 3rd party program.

Working Directory - Must contain the path to the program\bat file.
For example: C:\Program Files\Aimetis\Symphony\_bin

Executable Name - Must contain the path and program of cmd (for bat files at least).

For example: C:\Windows\System32\cmd.exe

Arguments - Must contain the batch file name and the "/C" parameter.
For example: /C RecordToggle.bat

You can configure Symphony to play a pre-recorded sound when a Rule is broken. You
can upload files to Symphony and select which sound file (such as a .wav file) to play

Sounds . L .
when the current Rule is broken. This might be useful to automatically warn
trespassers that the property is under surveillance.
Allows you to specify actions for a dome (PTZ) camera after the current Rule Trigger is
detected.
By selecting the Auto-tracking check box, the camera will leave its Home Position and
automatically zoom and track the object.
If you select the Force a PTZ camera to a location check box, you must specify a
Zoom

pre-programmed position for the camera to move to. This is useful if you want to
create an alarm Rule where the trigger is a Hardware Alarm input (1/O device selected
from the list of devices on the Alarm tab). For example, perhaps a motion detector or
even a fixed camera caused an alarm, you could force the PTZ camera to automatically
move to its location for further investigation. This will not work if the Trigger Rule
element is not region specific (such as a Cord Cut alarm).

Instructions

You can bind specific instructions to a Rule. This tells a monitoring agent or operator
what to do in case of alarm. When an alarm occurs it appears in the Alarm Log of the
Main Console.

After an alarm occurs, one of the Actions can be set to automatically enable or disable

Rule other Rules.
OPC Symphony can interact with OPC servers on alarm by configuring this tab.
SMS Symphony can send messages via SMS as a result of the alarm by configuring the COM
Port, Baud Rate and adding a Phone Number as required.
ALPR
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Schedule

Schedule, or time period, is the last rule element you define. The Schedule dialog box allows you to specify on
a weekly basis when the new Rule should be active or inactive. You set different alarm schedules for different

Rules.

If the Rule is disabled (in the Rules Summary), the schedule is ignored and Actions for that Rule will not be

triggered.

The alarm schedule is set in 30 minute intervals only. By default, the schedule is completely red (armed).

Procedure

To modify the alarm schedule:

1.

Give the new Schedule a descriptive name in the Name field, or reuse an existing Schedule by
selecting it from the Create new schedule drop-down field.

If a new schedule is being created, select the Armed or Unarmed option, and drag the alarm
schedule over to set the schedule.

Click View Exceptions to set an exception to this weekly schedule. An example might be holidays.

a. To set exceptions, mark each half hour increment in red or green. Red means it is
armed, green means it is disarmed.

b. If a day already has exceptions it will be displayed in bold in the calendar. The current
day is highlighted in blue.

Click OK to save your changes, or the X at the top of the form to close it without saving changes to
the current day.

Click Next to move to the next dialog in the Rule Wizard. The Summary displays the essential
elements of the rule you created.

Note: You can re-use Rule elements between rules. For example, if you have 2
rules, both may use the same Schedule or Action. Do not, for instance, create 2
schedules that are both 24/7.

ALPR
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LPR Menu in Symphony Client

This menu option is available only if you have purchased and completed the License Plate Recognition (LPR)
installation. Using the main menu within Symphony Client, you can:

e “View License Plate Log"

e “Search License Plate Log” on page 31

e “Configure License Plate Descriptions” on page 33

LPR | Reports Help : (& (2| A

View License Plate Log

Search License Plate Log...

Configure License Plate Descriptions...

Figure 15. Main menu access in Symphony Client for LPR

View License Plate Log

The License Plate Log contains the following information fields:
o Timestamp - when the license plate was first detected by your camera. Each license plate instance
has a start and end time (to create a duration) but the log displays only the start time.
¢ Plate - the plate number of the detected vehicle.
e Farm - the server farm associated with the camera that detected the license plate.
e Camera - the camera that detected the license plate of the vehicle.

License Plate Log

Timestamp " Plate Farm Camera -
»

IISJ"ZD 11 3:31:23PM TIQ&70 localhost Cameral

4/18/2011 3:31:23PM JIQE05 localhost Cameral

4/18/2011 3:31:23PM BPL433 localhost Cameral

4/18/2011 3:31: 16 PM BHT545 localhost Cameral

4/18/2011 3:31:13PM TSA581 localhost Cameral

4/18/2011 3:31: 10 PM GVYES551 localhost Cameral

4/18/2011 3:31:04FPM PDIB47 localhost Cameral

4/18/2011 3:31:01PM ESX300 localhost Cameral

4/18/2011 3:31:01PM ZTo007 localhost Cameral

4/18/2011 3:31:01PM LII767 localhost Cameral

4/18/2011 3:31:01PM CLx822 localhost Cameral

4/18/2011 3:30:58 PM DRU304 localhost Cameral il

Figure 16. License Plate Log dialog box

Note: The log displays only license plates detected from the current calendar
day.
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Procedure

To view the License Plate Log:
1. From the main menu in Symphony Client, select LPR.

2. Select View License Plate Log. The License Plate Log dialog box opens.

Sorting Information in the License Plate Log
You can sort each field such that only information you need is displayed in the log list by Timestamp, Plate,
Farm, or Camera. The Timestamp field has extensive filter options.

e Right-click on the filter icon beside the Timestamp field. A calendar is displayed.

V| Show all
Filter by a specific date:

4 May, 2011 3

Sun Mon Tue Wed Thu Fri Sat

1 2 3 4 5 3 7
8 g 10| 11| 12 13 14
15 16 17 18 1% 20 21
22 23 24 25 26 27 28
28 30 31 1 2 3 4

Today

]

Figure 17. Filter option for Timestamp field in License Plate Log
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Search License Plate Log

The Search License Plate Log dialog box allows you to search detected license plates in your system based on:

License Plate Number - by default, set to All Licence Plates, but you can enter an individual
plate number.

Start date & time and End date & time.
License Plate Region - region which the detected plate is from.
Camera - all farms and cameras or specific cameras.

Description - a key word or phrase that was entered in the Description field when the license was
plate was reviewed and information about it was edited to include a description in the License
Plate Detail Editor dialog box. See “Configure License Plate Descriptions” on page 33.

Search License Plate Log EI@
License Plate Number: ;AII License Plates | License Plate Region: iAII Regions v-i
Start date & time: ;3!16!20:_1._:_1_. 12:00 AM vl Camera: !_&I_I__I_:arms ICa_TEras '_.
End date & time: 371772011 3:37PM | Description: [ [

Date: 3/16/2011 = (e
Time: 447PM R2FR7S |= /8
Duration: 0 seconds

Location:  [Ninois

Farm: localhost

Camera: Cameral

Description: Dave's Plate

Date: 3/16/2011 171807

Time: 447 M
Duration: 2 seconds
Location: Tinois
Farm: localhost
Camera: Cameral
Descripbion: Dave's Plate

Date: 3f16/2011 171807

Time: 447PM

Duraton: 0 seconds Detailed Description: License Plate Confidence: 42%

Location:  [inois it

Farm: localhost

Camera: Camera3

Description: Dave's Plate

Date: 3/16/2011 ABSL 856 )
L

Close

Search complete, 3092 records found.

Figure 18. Search License Plate dialog box

If you do not know the first letter or number of the license plate, use the % (per cent) sign as a wildcard character
to complete the search for plate number or plate description.

For example, R2%R%S or %R7S or %FR% would match the plate R2FR7S.
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Procedure

To search for a license plate:
1. From the main menu in Symphony Client, select LPR.
2. Select Search License Plate Log. The Search License Plate Log dialog box opens.

3. Use any field to refine your search and click the Search button. Search results are displayed in the
left pane, the video associated with the license plate can be viewed in the right pane.

e By default, the search results contain all license plates for the current day (since
midnight). This search is automatically executed before you open the Search License
Plate Log dialog box. As such, when you first open the Search License Plate Log, you
will potentially see results.

e The search will return a maximum of 10,000 results. If there are more than 10,000, a
message is displayed indicating that the first 10,000 results have been returned and that
you should refine your search.

4. Click on a license plate in the resulting search. The associated video and detailed description is
displayed in the right pane.

5. Once you have selected the license plate to which you want to add information, enter information
in the Detailed Description field in the lower right pane.
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Configure License Plate Descriptions

You can associate each plate with a description that will be displayed when an alarm occurs or in search results.

Adding a description is helpful when you want to search all plates with a particular description.

ALPR

License Plate Detail Editor

==l

Save

License Plate
) 759411
b 75411 District of Columbia
Description:
Detailed Description:
Delete
Import... | | Export... | | Add Mew Plate... |

Figure 19. License Plate Detail Editor
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Procedure

To configure license plate descriptions
1. From the main menu in Symphony Client, select LPR.

2. Select Configure License Plate Descriptions. The License Plate Detail Editor opens.

3. Search for the license plate you want to add a description to:
a. Inthe blank text field below License Plate, enter the first letter or number of the
plate you need. At the bottom of the column, [License Plate] Like ‘<your first letter
or number>%’ is displayed. All matching plates appear in the list.

License Plate Detail Editor (=23
License Plate
b )
BLM5234
Description:
Detailed Description: -
.
[License Plate] Like 'b%! )
| Import... || Export || Add Mew Plate... | Close

Figure 20. Search for license plate using first letter or number in the plate

b. If you do not know the first letter or number, use the % (per cent) sign as a wildcard
character to complete the search (Figure 21 on page 35).

ALPR
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License Plate Detail Editor

License Plate

; %o _j:‘_—“-f—_—_-‘_:--

239DFADFA 4 )

)]

ABC4444 A

BLMS234 40—

—
[License Plate] Like '%64% [* | )

| Import... || Export

|| Add New Plate... |

Description:

Detailed Description:

Figure 21. Search for license using % wildcard character

4. Once you have found the license plate you want, select it and enter a short description in the

Description field.

5. (Optional) If necessary, you can enter more information in the Detailed Description field.

6. Click Save.
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Adding a License Plate
You use the License Plate Detail Editor to add descriptions to license plates. License plates must adhere to the
following format:

e They cannot contain spaces.
e  They must be in uppercase.

If you enter spaces or lowercase letters, Symphony will automatically correct this for you. For example, if you
enter AbCd 1234, the plate will be added as ABCD1234.

Procedure

To add a new license plate to your database:

1. From the main menu in Symphony Client, select LPR.

2. Select Configure License Plate Descriptions. The License Plate Detail Editor opens.
3. Click Add New Plate. The Add License Plate dialog box opens.
4

Enter the license plate number and select the region of the plate from the License Plate Region
drop-down list.

5. Click OK. The plate is added to your list.

Add License Plate @

License Plate Mumber:

License Plate Region: |v|
Alabama -
Alaska E
Albania
Alberta
Algeria -
Andorra

Argentina -

Figure 22. Add License Plate dialog box
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Saving or Importing your sorting lists

After sorting and editing license plates, you can save your list by clicking Export. The file will be

saved as an XML (.Iprdata) file on your client computer.

You can import this list at any time by clicking Import and then selecting the name of the .Iprdata

file from the Import License Plate Configuration Data file manager.

License Plate Detail Editor i x|
License Plate :
= Import License Plate Configuration Data
—— N
» | aBC123 '\../”\_) | » Libraries » Documents » ol
Organize « Mew folder . ED [7]
¢ Favorites 7 Documents library ety ol
Bl Desktop Includes: 2 locations
% Downloads MName Date modified Type Siz

=] Recent Places

e

_footagearchive

25/2011 10:14 AM  File folder
25/2011 10:14 AM
/2011 1:47 PM File folder
'25/2011 10:14 AM  File folder
25/2011 6:35 AM File folder
1/12/20111:59 PM  File folder

File folder

4/
4/
1/
4/
4/

i, J b

= Libraries . _Images
| Documents | _searches
J‘ Music _signals
= Pictures _signals2
E Videos _sounds
M Comnuter ¥ ||
File name:

[LPR data file (*prdata) -

/ [ |

///

N ——
(anort.. DLExport uAddNewPIate... |
N —

Figure 23. File manager - Import or Export your list of licenses to manage
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